RayVentory Data Hub 12.2
12.2.3045.252

Released on 14 Apr 2022

Improvements

® Improved performance of VMware AirWatch connector. COKCON-767

Resolved issues

® Fixed not working domain fetching by the Veeva Vault connector. COKCON-750

® Fixed Azure SDK connector bypassing proxy with DNS requests. COKCON-790

® Fixed missing endpoint in the Veeva Vault connector. COKCON-791

® Fixedj ava. ni 0. channel s. Unr esol vedAddr essExcept i on in Azure SDK connector KOT2
® Fixed handling of 404 response for apps endpoints in VMware air watch. KOT9

® Fixed issue 405 Met hod not al | owed in Veeva Vault. KOT25

® Fixed Qut O Menor y exception in Microsoft Azure Compute. KOT27
® Resolved security issues CVE-2020-9488, CVE-2018-10237, CVE-2021-4104, CVE-2018-1000844, CVE-2018-1000850, CVE-2021-
43797 in various cloud connectors.  KOT13 KOT14 KOT15 KOT16 KOT17 ' KOT18

12.2.3039.241

Released on 10 Jan 2022

This release contains a massive update of cloud connectors. The following connectors have been added:

® 15Five ® Coupa ® Quip

® Acquire ® Drift ® Salesforce SOQL

* Adobe Marketo ® EasySoftware EasyProject ® SalesFusion Sugar CRM
® Articulate Rise 360 ® Gainsight PX ® Tableau

®* Asana ® Help Scout ® TeamViewer

® Atlassian Cloudadmin ® HubSpot ® Tibco Scribe

® Atlassian Opsgenie ® Malwarebytes Nebula ® TravelPerk

¢ BambooHR ® Media Beacon ® Twilio SendGrid

® Bloomfire ® Microsoft Graph Generic Query ® Typeform

®* Box ® Nulab Backlog ® Vonage Contact Centers
® Caspio ® Pipedrive * Workable

® ClickMeeting ® Zeplin.io

Bear in mind, a previously available connector Microsoft Office 365 has been renamed to Microsoft 365.

Further changes

® Fixed security issue in cloud connectors where passwords were logged in the log (TRACE) RR-2717

® Slightly improved readability of error and warning messages in case a connector fails RR-2704

12.2.3034.239
Released on 23 Dec 2021
This is a critical security update, recommended to all users.

® Fixed security vulnerability CVE-2021-44228. In this version, log4j is not used anymore and it was removed from the bundle. RR-2696
RR-2704
® Fixed an issue where debug logging could output sensitive information in log files for SaaS connectors. RR-2717


https://nvd.nist.gov/vuln/detail/CVE-2020-9488
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2021-4104
https://nvd.nist.gov/vuln/detail/CVE-2018-1000844
https://nvd.nist.gov/vuln/detail/CVE-2018-1000850
https://nvd.nist.gov/vuln/detail/CVE-2021-43797
https://nvd.nist.gov/vuln/detail/CVE-2021-43797
https://nvd.nist.gov/vuln/detail/CVE-2021-44228

12.2.3022.228

Released on 10 Dec 2021

The fix in this version has been later discredited by Apache. Install build 12.2.3039.241 or newer for a hotfix regarding log4j security hole.

Fixed critical security vulnerability CVE-2021-44228 in logging library log4j. RR-2696
Fixed wrong behavior of transformation task, where the fallback for map step would overwrite

the correct values. RR-2645

12.2.3018.213

Released on 08 Oct 2021

This build contains various fixes and optimizations of cloud connectors.

Microsoft Azure SQL can now fetch SKU capacity and Elastic Pool name. RR-2444

Parameter Security Token for Salesforce connector is now optional. RR-2444

Permission to read bucket permission is not anymore required by AWS S3 connector. RR-2444
Fixed various issues in the Salesforce connector. RR-2444

Fixed various issues with internal logging. RR-2444

12.2.2825.58 [RTM]

Released on 04 Mar 2021

Refer to RayVentory Data Hub 12.2 Release Notes for more information.


https://nvd.nist.gov/vuln/detail/CVE-2021-44228
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