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Solution Brief — Rayflow Backup und Disaster Recovery

Backup process

In a perfect world, the RayFlow application and database should be backed up at the same time. If SQL
is off-box, then this can easily be achieved; however, if SQL is on-box, then the server backup process (if
used) could possibly conflict with the database backup process, and vice versa, in which case both
processes should be run separately.

Before the application or database is backed up, either the web site that the RayFlow application resides
in or the RayFlow application itself should have IIS isolation enabled. This is achieved via the “IP Address
and Domain Restrictions” 1IS feature on a Windows Server 2012 R2 system:

@ IP Address and Domain Restrictions

Add Deny Entry...

Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the restrictions in order of priority.

Edit Feature Settings...
Group by: Mo Grouping -
Revert To Parent

Modé Requestor Entry Type View Ordered List...

Edit Dynamic Restriction Settings...
'@" Help

Add Allow Restriction Rule [ 2 ]

Allow access for the following IP address or domain name:

® Specific IP address:

) IP address range:

Cancel

Add the localhost IP Address (127.0.0.1) as well as the servers actual IP Address.
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e IP Address and Domain Restrictions _

Add Allow Entry...

Use this feature to restrict or grant access to Web content based on IP addresses or domain names, Set the restrictions in order of priority. Add Deny Entry...

Group by: Mo Grouping M

x Remove
Mode™ Requestor Entry Type | Edit Feature Settings... I
Allow 127.0.01 Local Revert To Parent
Allow 192.168.5.134 Local

View Ordered List...

Edit Dynamic Restriction Settings...

e Help

Access for unspecified clients:

| Deny

[ | Enable demain name restrictions
[] Enable Proxy Mode

Deny Action Type:
| Forbidden

Deny all other connection requests.
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Filesystem

The application file system can either be backed up as specific items, or they can be included as part of a
complete server backup process. If a company’s DR policy utilises an automated server rebuild process,
then backing up the application as specific items would be used.

The following is an example of the RayFlow application filesystem location:

Apps (E3) | ¥ | Program Files (x26) » Raynet GmbH » RayFlow\Web »
Mame - Date modified Type
131172015 13:42 File folder
. bin 10/11/2015 11:46 File folder
. Centent 10/11/2015 09:12 File folder
. Documentation 10/11,/2015 09:13 File folder
12/11/20151553  Filefolder
| ImpertFiles 13/11/201511:08 File folder
| Login 10/11,/2015 09:13 File folder
12/11/2015 15:48 File folder
| ProjectTernplates 10/11,/201509:18 File folder
| ReportViewers 10/11/2015 09:18 File folder
. RFDBUpdater 10/11/20150%:18 File folder
13/11/20153 13:41 File folder
| Scripts 10/11,/2015 09:18 File folder
J SLACalculater 10/11/2015 09:12 File folder
. S0L_Scripts 10/11/20150%18 File folder
| Standard55RS5Reports 10/11,/2015 09:18 File folder
[ | UploadTemp | 13/11/201510:36  File folder
| Views 10/11/20150%18 File folder
#] Global 05/10/2015 18:41 ASP.MET Server Application
s packages 05/10/2015 18:41 XML Cenfiguration File
ip Web 05/10/2015 18:41 XML Configuration File
%] WebServicerayFlowClient 05/10/2015 18:41 ASP.MET Web Service

The application folders selected above can be redirected via virtual directories if required. If one or
more of those locations have been redirected to a different location on the network (File Server, NAS,
SAN, etc.), then that location obviously needs to be backed up too.
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Database

The size of the database will determine its backup strategy. Starting off, you may wish to perform daily
full backups as RayFlow’s initial database size is around 10MB; however, company policy may dictate

that once a database has reached a certain size (100s of MB or N GBs), the backup strategy may be
changed to “full + incremental” or “full + differential”.

Once the application and database backups have been completed, IIS isolation should be disabled:

Q IP Address and Domain Restrictions

Add Allow Entry...
Use this feature to restrict or grant access to Web content based on IP addresses or domain names. Set the restrictions in order of priority. Add Deny Entry...

X R
Group by: Mo Grouping - emove
Mode™ Entry Type Edit Feature Settings...
Allow 127.0.0.1 Local Revert To Parent
Allow 192.168.5.134 Local View Ordered List...
Edit Dynamic Restriction Settings...
@ Help

Edit IP and Domain Restrictions Settings \_?-

Access for unspecified clients:
| Allow v|

[ ] Enable demain name restrictions
[] Enable Proxy Mode

Deny Action Type:
| Forbidden v

QK Cancel

The two specific allow entries can either remain or be removed.

Scott Keatinge, Senior IT Consultant, Raynet GmbH. 13.11.2015



>
/| RayFlow
Disaster Recovery

For the database, utilising a SQL Cluster is the best method.

If the application server is a VM, then a snapshot could be taken on a regular basis. If taken daily, then
this could also be used as a backup method too instead of a complete server backup process.

Utilising RAID 1 to create a mirrored application drive is an efficient DR method. If the database has to
reside on its own SQL server instead of sharing a SQL cluster, then it too could use a RAID 1 solution,
unless there are enough HDD’s for RAID 5 or RAID 10.

Some server backup products have the ability to create a VM from a backup, which is another DR
solution.
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